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Policy Statement

In consideration of the internal security mandates of Shri Vishwakarma Skill University, relevant
laws, and the paramount goal of upholding comprehensive privacy for all legitimate users of Shri
Vishwakarma Skill University IT infrastructure, including students, staff, faculty, and visitors; it is
paramount to create and implement INFORMATION TECHNOLOGY, AND SECURITY POLICY
WITH GUIDELINES FOR PRUDENT UTILIZATION OF IT RESOURCES which assures a campus
community with a high quality, trusted and secure computing ecosystem, with a responsibility to
preserve and fortify its data and intellectual property. All above mentioned stakeholders should take
responsibility and follow adequate access procedures of SVSU when using the Information
Communication and Technology (ICT) facilities and devices which include access to systems,
networks and services such as internet, phone, email, printer, Wi-Fi etc. The university monitors and
records use of its ICT facilities including the internet, intranet and email services. The university's
email system is not an authorized recordkeeping system. It is imperative that employees should handle

official data with atmost care.

All academic and non-academic staff must ensure that Confidentiality, Privacy and Commercial
Sensitivity Standards, Practices and Requirements are followed to use the SVSU equipment, storage,

retrieval and access of information to/from systems and networks.

Scope

The scope of the IT policy at SVSU is comprehensive and multifaceted, aiming to foster a secure,
efficient, and responsible use of Information Technology resources to support the academic and
administrative objectives of the university. The policy encompasses guidelines and regulations
governing the use, management, and security of Information Technology resources within SVSU. This
includes but not limited to Acceptable Use, Data Management, Network Security, User Authentication
and Access Control, Privacy Protection, Software and Hardware Management, Incident Response and

Reporting, Training and Awareness, and Compliance and Governance.
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Need of IT Policy

Need of IT Policy emphasize the importance of the policy in:

e Enhancing Security: Addressing and mitigating new security vulnerabilities to protect the

university's data and technology infrastructure.

« Improving Efficiency: Streamlining processes to ensure efficient use of IT resources,

reducing waste, and improving response times.

o Ensuring Compliance: Meeting current legal and regulatory requirements to avoid penalties
and protect the university's reputation.

e Supporting Innovation: Facilitating the adoption and management of new technologies that

support educational and administrative goals.

« Standardizing Operations: Creating clear and uniform guidelines for the use of IT resources,

ensuring fairness and consistency across the university.

An IT policy not only addresses these needs but also ensures that the university remains a
modern, responsive, and secure institution that effectively supports its educational mission and

administrative operations.
The SVSU IT Policy

e The IT policy of the University primarily aims to uphold, secure, and ensures proper use of
the Information Technology infrastructure that the University has implemented across the

campus.

e The policy sets forth overarching approaches and duties across the University for safeguarding
the Confidentiality, Integrity, and Availability of information assets that the University

accesses, produces, oversees, or controls.

e The scope of the policy covers various information assets including data, information systems,
computers, network devices, intellectual property, as well as documents and information

communicated.

e Undoubtedly, Intranet & Internet services have become most important resources in
educational institutions & research organizations. Realizing the importance of these services,

SVSU established basic network infrastructure in the academic complex of the university.
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e Over the last 5 years, not only active users of the network facilities have increased many folds
but also the web-based applications have increased. This is a welcome change in the

university’s academic environment.

« Now, the university has about 1000 network connections covering more than fifteen buildings
across the campus and expected to reach 4000 connections very soon.

e IT Cell is the department that has been given the responsibility of running the university’s
intranet & Internet services.

e |T Cell is running the Firewall security, Proxy, DHCP, DNS, email, web and application
servers and managing the network of the university

e SVSU is getting its Internet bandwidth from PGCIL. Total bandwidth availability from PGCIL
source is100 Mbps (leased line).

e While SVSU is providing access to Internet to its faculty, students and staff, however it is
facing certain constraints:
e Limited Internet bandwidth.
e Limited infrastructure like computers, computer laboratories,
e Limited financial resources in which faculty, students and staff should be provided with
the network facilities and

e Limited technical manpower needed for network management.

On one hand, resources are not easily available for expansion to accommodate the continuous rise
in Internet needs, on the other hand uncontrolled, uninterrupted and free web access can give rise
to activities that are neither related to Teaching/learning processes nor governance of the
university.
At the outset, we need to recognize the problems related to uncontrolled surfing by the users:

e Prolonged or intermittent surfing, affecting quality of work

e Heavy downloads that lead to choking of available bandwidth

e Exposure to legal liability and cases of sexual harassment due to harmful and

embarrassing content.

e Confidential information being made public in the era of Generative Al.
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With the extensive use of the Internet, network performance suffers in three ways:

e When compared to the speed of Local Area Network (LAN), Internet traffic over the Wide
Area Network (WAN) is a potential bottleneck.

e When users are given free access to the Internet, non-critical downloads may clog the
traffic, resulting in poor Quality of Service (QoS) and affecting critical users and
applications.

O e When computer systems are networked, viruses that get into the LAN, through
Intranet/Internet, spread rapidly to all other computers on the net, exploiting the
vulnerabilities of the operating systems.

e Too many concurrent users who are on the high speed LANSs trying to access Internet
resources through a limited bandwidth, definitely create stress on the Internet bandwidth
available.

e Every download adds to the traffic on the Internet. This adds to costs and after a point,
brings down the Quality of Service. Reducing Internet traffic is the answer.

e Computer viruses attach themselves to files, spread quickly when files are sent to others
and are difficult to eradicate. Some can damage the files as well as reformat the hard drive,
causing extensive loss to the enterprise. Others simply attach themselves to files and
replicate themselves, taking up network space and slowing down the network.

e Apart from this, plenty of employee time is lost with a workstation being scanned and
cleaned of the virus. Emails, unsafe downloads, file sharing and web surfing account for
most of the virus attacks on networks. Once they gain entry into the network, viruses
attach themselves to files, replicate quickly and cause untold damage to information on
the network. They can slow down or even bring the network to a halt.

e Containing a virus once it spreads through the network is not an easy job. Plenty of man-
hours and possibly data are lost in making the network safe once more. So preventing it at
the earliest is crucial.

Hence, in order to securing the network, IT Cell should be taking appropriate steps by installing
firewalls, access controlling and installing virus checking and content filtering software at the

gateway.
e However, in the absence of clearly defined IT policies, it is extremely difficult to convince
users about the steps that are taken for managing the network. Users tend to feel that such

restrictions are unwarranted, unjustified and infringing the freedom of users.
IT POLICY — SVSU

229



As IT users are aware, all the educational institutions worldwide have IT policies
implemented in their respective institutions.

Without strong management policies, IT security measures will not be effective and not
necessarily align with management objectives and desires. Hence, policies and guidelines
form the foundation of the Institution’s security program. Effective policies are a sign of due

diligence; often necessary in the event of an IT audit or litigation.

SVSU is proposing to have its own IT Policy that works as guidelines for using the university’s

computing facilities including computer hardware, software, email, information resources,

intranet and Internet access facilities, collectively called “Information Technology (IT)”. Hence,

this document makes an attempt to propose IT policies and guidelines which would be relevant in
the context of SVSU.

While creating these policies, every effort has been made to have a careful balance between
security and the ability to conduct the rightful functions by the users.

Further, due to the dynamic nature of the Information Technology, Information security in
general and therefore policies that govern information security process are also dynamic in
nature. They need to be reviewed on a regular basis and modified to reflect changing
technology, changing requirements of the IT user community, and operating procedures.
Purpose of IT policy is to set direction and provide information about acceptable actions and

prohibited actions or policy violations.
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IT Hardware Installation Policy

University network user community needs to observe certain precautions while getting their
computers or peripherals installed so that he/she may face minimum inconvenience due to

interruption of services due to hardware failures.

A. Who is Primary User

An individual in whose room the computer is installed and is primarily used by him/her, is
considered to be “primary” user. If a computer has multiple users, none of whom are considered
the "primary" user, the department Head should make an arrangement and make a person

responsible for compliance.

B. What are End User Computer Systems?

Apart from the client PCs used by the users, the university will consider servers not directly
administered by IT Cell, as end-user computers. If no primary user can be identified, the
department must assume the responsibilities identified for end-users. Computer systems, if any,
that are acting as servers which provide services to other users on the Intranet/Internet though

registered with the IT Cell, are still considered under this policy as "end- users” computers.

C. Warranty & Annual Maintenance Contract

Computers purchased by any Section/Department/Project should preferably be with 3-year on- site
comprehensive warranty. After the expiry of warranty, computers should be under annual
maintenance contract. Such maintenance should include OS re-installation and checking virus

related problems also.

D. Power Connection to Computers and Peripherals

All the computers and peripherals should be connected to the electrical point strictly through UPS.
Power supply to the UPS should never be switched off, as continuous power supply to UPS is
required for battery recharging. Further, these UPS systems should be connected to the electrical

points that are provided with proper earthing and have properly laid electrical wiring.

E. Network Cable Connection

While connecting the computer to the network, the connecting network cable should be away from
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any electrical/electronic equipment, as they interfere with the network communication. Further, no
other electrical/electronic equipment should be shared with the power supply from where the

computer and its peripherals are connected.

F. File and Print Sharing Facilities

File and print sharing facilities on the computer over the network should be installed only when it
is absolutely required. When files are shared through network, they should be protected with
password and also with read only access rule.

G.Shifting Computer from One Location to another

Computer system may be moved from one location to another with prior written intimation to the
IT Cell. IT Cell must maintain a record of computer identification names and corresponding IP
address. Such computer identification names follow the convention that it comprises building
name abbreviation and room No. As and when any deviation (from the list maintained by IT Cell)
is found for any computer system, network connection would be disabled and same will be
informed to the user by email/phone, if the user is identified. When the end user meets the

compliance and informs IT Cell in writing/by email, connection will be restored.

H. Maintenance of Computer Systems provided by the University
For all the computers that were purchased by the university centrally and distributed by the
Procurement Branch, IT Cell will attend the complaints related to any maintenance related

problems.

I. Noncompliance

SVSU faculty, staff, and students not complying with this computer hardware installation policy
may leave themselves and others at risk of network related problems which could result in
damaged or lost files, inoperable computer resulting in loss of productivity. An individual's non-
compliant computer can have significant, adverse effects on other individuals, groups,
departments, or even whole university. Hence it is critical to bring all computers into compliance

as soon as they are recognized not to be.

J. IT Cell Interface
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IT Cell upon finding a non-compliant computer affecting the network, will notify the individual
responsible for the system and ask that it be brought into compliance. Such notification will be
done via email/telephone and a copy of the notification will be sent to the IT Cell, if applicable.
The individual user will follow-up the notification to be certain that his/her computer gains
necessary compliance. The IT Cell will provide guidance as needed for the individual to gain

compliance.
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Software Installation and Licensing Policy

Any computer purchases made by the individual departments/projects should make sure that such

computer systems have all licensed software (operating system, antivirus software and necessary

application software) installed.

Respecting the anti-piracy laws of the country, University IT policy does not allow any

pirated/unauthorized software installation on the university owned computers and the computers

connected to the university campus network. In case of any such instances, university will hold the

department/individual personally responsible for any pirated software installed on the computers

located in their department/individuals’ rooms.

A. Operating System and its Updating

1.

Individual users should make sure that respective computer systems have their OS updated
in respective of their service packs/patches, through Internet. This is particularly important
for all MS Windows based computers (both PCs and Servers). Updating OS by the users
helps their computers in fixing bugs and vulnerabilities in the OS that were periodically
detected by the Microsoft for which it provides patches/service packs to fix them. Checking
for updates and updating of the OS should be performed at least once in a week or so.
University as a policy encourages user community to go for open source software such as
Linux, Open office to be used on their systems wherever possible.

Any MS Windows OS based computer that is connected to the network should access
http://windowsupdate.microsoft.com web site for free updates. Such updating should be
done at least once in a week. Even if the systems are configured for automatic updates, it

is user’s responsibility to make sure that the updates a being done properly.

B. Antivirus Software and its updating

1.

2.

Computer systems used in the university should have anti-virus software installed, and it
should be active at all times. The primary user of a computer system is responsible for
keeping the computer system compliant with this virus protection policy.

Individual users should make sure that respective computer systems have current virus

protection software installed and maintained.
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He/she should make sure that the software is running correctly. It may be noted that any antivirus
software that is running on a computer, which is not updated or not renewed after its warranty
period, is of practically no use. If these responsibilities appear beyond the end user's technical

skills, the end-user is responsible for seeking assistance from any service-providing agency.

C. Backups of Data

Individual users should perform regular backups of their vital data. Virus infections often destroy
data on an individual's computer. Without proper backups, recovery of destroyed files may be
impossible.

Preferably, at the time of OS installation itself, one can have the computer’s hard disk partitioned
into two volumes typically C and D. OS and other software should be on C drive and user’s data
files on the D drive. In case of any virus problem, generally only C volume gets corrupted. In such
an event formatting only one volume, will protect the data loss. However, it is not a full
proof solution. Apart from this, users should keep their valuable data either on external hard drive

or other storage devices such as pen drives.

D. Noncompliance

SVSU faculty, staff, and students not complying with this computer security policy leave
themselves and others at risk of virus infections which could result in damaged or lost files
inoperable computer resulting in loss of productivity risk of spread of infection to others
confidential data being revealed to unauthorized persons

An individual's non-compliant computer can have significant, adverse effects on other individuals,
groups, departments, or even whole university. Hence it is critical to bring all computers into

compliance as soon as they are recognized not to be.

E. IT Cell

IT Cell upon finding a non-compliant computer will notify the individual responsible for the
system and ask that it be brought into compliance. Such notification will be done via
email/telephone and a copy of the notification will be sent to the IT Cell, if applicable. The
individual user will follow-up the notification to be certain that his/her computer gains necessary
compliance. The IT Cell will provide guidance as needed for the individual to gain compliance.
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Network (Intranet & Internet) Use Policy

Network connectivity provided through the University, referred to hereafter as "the Network",
either through an authenticated network access connection or a Virtual Private Network (VPN)
connection, is governed under the University IT Policy. The IT Cell is responsible for the ongoing
maintenance and support of the Network, exclusive of local applications. Problems within the

University’s network should be reported to IT Cell.

A. IP Address Allocation

Any computer (PC/Server) that will be connected to the university network, should have an IP
address assigned by the IT Cell. Following a systematic approach, the range of IP addresses that
will be allocated to each building should be decided. So, any computer connected to the network
from that building will be allocated IP address only from that Address pool. Further, each network
port in the room from where that computer will be connected will have binding internally with that
IP address so that no other person uses that IP address unauthorized from any other location.

As and when a new computer is installed in any location, the concerned user can download the
application form available for the purpose of IP address allocation and fill it up and get the IP
address from the IT Cell.

An IP address allocated for a particular computer system should not be used on any other computer
even if that other computer belongs to the same individual and will be connected to the same port.
IP addresses are given to the computers but not to the ports. IP address for each computer should

be obtained separately by filling up a requisition form meant for this purpose.

B. DHCP and Proxy Configuration by Individual Departments /Sections/ Users

Use of any computer at end user location as a DHCP server to connect to more computers through
an individual switch/hub and distributing IP addresses (public or private) should strictly be
avoided, as it is considered absolute violation of IP address allocation policy of the university.
Similarly, configuration of proxy servers should also be avoided, as it may interfere with the
service run by IT Cell.

Even configuration of any computer with additional network interface card and connecting another
computer to it is considered as proxy/DHCP configuration.

Non-compliance to the IP address allocation policy will result in disconnecting the port from which
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such computer is connected to the network. Connection will be restored after receiving written

assurance of compliance from the concerned department/user.

C. Running Network Services on the Servers

Individual departments/individuals connecting to the university network over the

LAN may run server software, e.g., HTTP/Web server, SMTP server, FTP server, only after
bringing it to the knowledge of the IT Cell in writing and after meeting the requirements of the
university IT policy for running such services. Non-compliance with this policy is a direct violation
of the university IT policy, and will result in termination of their connection to the Network.

IT Cell takes no responsibility for the content of machines connected to the Network, regardless
of those machines being University or personal property. IT Cell will be constrained to disconnect
client machines where potentially damaging software is found to exist. A machine may also be
disconnected if the user's activity adversely affects the Network's performance. Access to remote
networks using SVSU network connection must be in compliance with all policies and rules of it’s
networks. This applies to any and all networks to which the University Network connects.
University network and computer resources are not to be used for personal commercial purposes.
Network traffic will be monitored for security and for performance reasons at IT Cell.
Impersonation of an authorized user while connecting to the Network is in direct violation of this

agreement and will result in the termination of the connection.

D. Dial-up/Broadband Connections

Computer systems that are part of the University’s campus-wide network, whether university’s

property or personal property, should not be used for dial-up/broadband connections, as it violates

the university’s security by way of bypassing the firewalls and other network monitoring servers.

Non-compliance with this policy may result in withdrawing the IP address allotted to that

computer system.

E. Wireless Local Area Networks

1. This policy applies, in its entirety, to skill faculty, department, or division wireless local

area networks. In addition to the requirements of this policy, skill faculty, departments, or
divisions must register each wireless access point with IT Cell including Point of Contact
information.
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2. Skill faculty, departments, or divisions must not operate wireless local area networks with
unrestricted access. Network access must be restricted either via authentication or MAC/IP
address restrictions. Passwords and data must be encrypted.

3. If individual Skill faculty wants to have inter-building wireless network, prior to
installation of such network, it should obtain permission from the university authorities
whose application may be routed through the In-charge, 1T Cell.

F. Internet Bandwidth obtained by Other Departments

Internet bandwidth acquired by any Skill faculty, department of the university under any research
programme/project should ideally be pooled with the university’s Internet bandwidth, and be
treated as university’s common resource.

Under particular circumstances, which prevent any such pooling with the university Internet
bandwidth, such network should be totally separated from the university’s campus network. All
the computer systems using that network should have separate

IP address scheme (private as well as public) and the university gateway should not be specified
as alternative gateway. Such networks should be adequately equipped with necessary network
security measures as laid down by the university IT policy. One copy of the network diagram
giving the details of the network design and the IP address schemes used may be submitted to IT
Cell.

Uniform Quota of internet data for students and staff.
e IT Cell/ Network administrator will allocate a uniform quota of internet data for students
and staff for work.
e A dedicated data limit will be provided for data usages on their network login on the

university machines.

Non-compliance to this policy will be direct violation of the university’s IT security policy.
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Email Account Use Policy
In an effort to increase the efficient distribution of critical information to all faculty, staff and
students, and the University's administrators, it is recommended to utilize the university’s e-mail

services, for formal University communication and for academic & other official purposes.

Process for Activation and Deactivation of Domain based E-mail/Microsoft 365 team account.

A. Activation Process
After the request received in DIC duly approved from the competent authority, creation and
activation will be done within two working days.
Email id for newly joined Employees
New email id creation request should be processed/received through Establishment department
and duly approved by the competent authority (worthy registrar) or approved by officer

designation by the competent authority.

Email Id of existing employees and offices/departments
For Academic Staff
New email id creation should be recommended by the concerned Dean /Head of the

faculty/Department and duly approved by the Dean Academics.

For Non-Academic Staff

New email id creation should be recommended by the concerned Head/Incharge of the

Department and duly approved by the competent authority (Worthy Registrar) or approved by
the officer designated by the competent authority.

B. De-activation Process
E-mail ids for university employees will be for their service period. Upon leaving/transfer
outside the university. Get the No-dues form DIC. After verifying No- dues, concerned employee E-

mail 1D will be deactivated with in two working day. Process for University E mail-ID Creation

E-mail for formal communications will facilitate the delivery of messages and documents to

campus and extended communities or to distinct user groups and individuals. Formal University
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communications are official notices from the University to faculty, staff and students. These

communications may include administrative content, such as human resources information, policy

messages, general University messages, official announcements, etc.

To receive these notices, it is essential that the e-mail address be kept active by using it regularly.

Staff and faculty may use the email facility by logging on to https://mail.google.com/a/svsu.ac.in

with their User ID and password. For obtaining the university’s email account, user may contact

DIC for email account and default password by submitting an application in a prescribed proforma.

Users may be aware that by using the email facility, the users are agreeing to abide by the following

policies:

1.

the facility should be used primarily for academic and official purposes and to a limited
extent for personal purposes.

using the facility for illegal/commercial purposes is a direct violation of the university’s IT
policy and may entail withdrawal of the facility. The illegal use includes, but is not limited
to, the unlicensed and illegal copying or distribution of software, sending of unsolicited
bulk e-mail messages. And generation of threatening, harassing, abusive, obscene or
fraudulent messages/images.

while sending large attachments to others, user should make sure that the recipient has
email facility that allows him to receive such large attachments.

User should keep the mail box used space within about 80% usage threshold, as ‘mail box
full’ or ‘mailbox all most full’ situation will result in bouncing of the mails, especially
when the incoming mail contains large attachments.

User should not open any mail or attachment that is from unknown and suspicious source.
Even if it is from known source, and if it contains any attachment that is of suspicious
nature or looks dubious, user should get confirmation from the sender about its authenticity
before opening it. This is very much essential from the point of security of the user’s
computer, as such messages may contain viruses that have potential to damage the valuable
information on your computer.

Users should configure messaging software (Outlook Express/Netscape messaging client
etc.,) on the computer that they use on permanent basis, so that periodically they can
download the mails in the mailbox on to their computer thereby releasing the disk space
on the server. It is user’s responsibility to keep a backup of the incoming and outgoing

mails of their account.
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7. User should not share his/her email account with others, as the individual account holder
is personally held accountable, in case of any misuse of that email account.

8. User should refrain from intercepting, or trying to break into others email accounts, as it is
infringing the privacy of other users.

9. While using the computers that are shared by other users as well, any email account that
was accidentally left open by another user, should be promptly closed without peeping into

its contents, by the user who has occupied that computer for its use.

10. Impersonating email account of others will be taken as a serious offence under the
university IT security policy.

11. It is ultimately each individual’s responsibility to keep their e-mail account free from
violations of university’s email usage policy.

12. Any Spam mail received by the user into INBOX should be marked as spam.

13. Any mail wrongly stamped as SPAM mail should be marked as spam.

14. All the mails detected as spam mails go into SPAM_MAIL folder of the respective users’
mail accounts. Users are requested to open these folders periodically to check any
important mail wrongly stamped as SPAM mail and went into this folder. It is
recommended to empty this folder as frequently as possible.

The above laid down policies particularly 1 to 11 are broadly applicable even to the email services
that are provided by other sources such as Hotmail.com, Yahoo.com, Gmail.com etc., as long as
they are being used from the university’s campus network, or by using the resources provided by

the university to the individual for official use even from outside.
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Web Site Hosting Policy

1. Official Pages

Skill Faculty, departments, and Associations of Teachers/Employees/Students may have pages
on SVSU’s Intranet Channel of the official Web page.

Official Web pages must conform to the University Web Site Creation Guidelines for Web site
hosting.

As on date, DIC is responsible for maintaining the official web site of the university viz.,

http://www.svsu.ac.in only.

Personal Pages:

The university computer and network infrastructure is a limited resource owned by the university.
It is recognized that each individual faculty will have individual requirements for his/her pages.
Hence, faculty may have their personal pages linked to official web site of the university by
sending a written/online request to DIC giving the details of the hyperlink of the URL that he/she
wants to be added in the official web site of the university. However, illegal or improper usage
will result in termination of the hyperlink. The contents of personal pages must not violate any
applicable export laws and regulations, must not constitute a copyright or trademark infringement,
must not be used for commercial purposes, must not be used for political lobbying, and must not
otherwise violate any local, state, or central government laws. Personal pages also will not include
the hosting of pages for other individuals or groups. Personal pages should explicitly mention that

views expressed by him/her in their pages are exclusively their own and not that of the university.

Affiliated Pages:

Faculty may host Web pages for "affiliated" professional organizations on department Web servers
as long as adequate support and resources are available. Prior approval from the competent
administrative authority must be obtained for hosting such pages. Individual units reserve the right
to discontinue the service and will provide reasonable advance notice to that affiliated

organization.

2. Web Pages for eLearning
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Though the university does not have this facility as on this date, this Policy relates to future
requirements for Web pages for eLearning authored as a result of Teaching/Learning process.
Faculty may have class materials (syllabi, course materials, resource materials, etc.) on the Web,
linked through the appropriate department's pages.

Because majority of student pages will be published on the University's Web for eLearning, it must
reflect the academic mission, and be careful that the published material is not misrepresentative in
any way by conflicting with official SVSU or other Web sites. If a student publishes a fictional
Web site or a Web site modeled after an existing institution or corporation, the site must be clearly

identified as a class project.

The following are the storage and content requirements for class-generated student Web pages:
Servers:

It is recommended that pages be placed on the student information server, but pages developed for
classes also may be placed on university servers or the main campus server meant for eLearning

purpose.

Maintenance:
If the pages are published on the eLearning information server, they will be maintained under the
default rules for personal eLearning pages The instructor will maintain pages that are published on

departmental servers or the main campus server meant for eLearning purpose.

Content Disclaimer:

The home page of every class-generated site will include the SVSU Content Disclaimer (for pages
published on the eLearning information server, the content disclaimer should be generated
automatically):

Official Pages:

If Web pages developed for eLearning become the part of the "official” SVSU page, they must be
removed from the eLearning information server, departmental servers as class-generated pages

(students, can of course, link to their work from their personal student pages).
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3. Student Web Pages

Though the university does not have this facility as on this date, this policy relates to future
requirements for personal student Web pages. Policies for student pages authored as a result of
academic assignments are in Il above. It is recognized that each individual student will have
individual requirements for his/her pages. As the university’s computer and network infrastructure
is a limited resource owned by the university, only web pages of students related to their
assignments will be accepted on the Students web pages. The contents of personal pages hosted
by the students even on outside web site must not violate any applicable export laws and
regulations, must not constitute a copyright or trademark infringement, must not be used for
commercial purposes, must not be used for political lobbying, and must not otherwise violate any

local, state, or central government laws.

Content Disclaimer:

Every personal page will include the SVSU Content Disclaimer (the content disclaimer will be
generated automatically):

Responsibilities for Those Maintaining Web Pages

Sections, departments, units, and individuals are responsible for maintaining their own Web
pages. SVSU Web pages (including personal pages) must adhere to the SVSU Web Page
Standards and Design Guidelines and should be approved SVSU Webpages Advisory Committee.

Policies for Maintaining Web Pages
Pages must relate to the University’s mission.
Authors of official SVSU and affiliated pages (not class-generated or personal) are required to

announce their Web presence by sending an announcement to webadmin@svsu.ac.in

The announcement should include:

1. The URL, Title of the content.

2. A brief explanation of content or purpose of the pages (i.e., Web pages for an administrative or
academic unit, etc.). The primary page must include a link to the SVSU Home Page and, if

applicable, contain additional links to the sponsoring organization or department.
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University Database (of eGovernance) Use Policy

This Policy relates to the databases maintained by the university administration under the
university’s eGovernance.Data is a vital and important University resource for providing useful
information. Its use must be protected even when the data may not be confidential.

SVSU has its own policies regarding the creation of database and access to information and a more
generic policy on data access. Combined, these policies outline the university’s approach to both

the access and use of this university resource.

A. Database Ownership: Shri Vishwakarma Skill University is the data owner of all the

University’s institutional data generated in the university.

B. Custodians of Data: Individual Skill Faculty or departments generate portions of data that
constitute University’s database. They may have custodianship responsibilities for portions of that
data.

C. Data Administrators: Data administration activities outlined may be delegated to some of the
officers in that department by the data Custodian.

D. MIS/ERP Components: For the purpose of e-Governance, Management Information
System requirements of the university may broadly be divided into seven categories. These are:

e Academic System, Examination System.

e Manpower Information Management System (Mims)

e Students Information Management System (Sims)

e Financial Information Management System (Fims)

e Physical Resources Information Management System (Prims)

e Project Information Monitoring System (Pims)

e Library Information Management System (Lims)

e Document Management And Information Retrieval System (Dmirs)

IT POLICY —SVSU
245



Here are some general policy guidelines and parameters for Skill Faculty, departments and

administrative unit data users:

1.

The university’s data policies do not allow the distribution of data that is identifiable to a
person outside the university.

Data from the University’s Database including data collected by departments or individual
faculty and staff, is for internal university purposes only.

One’s role and function define the data resources that will be needed to carry out one’s
official responsibilities/rights. Through its data access policies, the university makes
information and data available based on those responsibilities/rights.

Data directly identifying a person and his/her personal information may not be distributed
in any form to outside persons or agencies, including all government agencies and surveys
and other requests for data. All such requests are to be forwarded to the Office of the
University Registrar.

Requests for information from any courts, attorneys, etc. are handled by the Registrar
Office of the University and departments should never respond to requests, even with a
subpoena. All requests from law enforcement agencies are to be forwarded to the Office of
the University Registrar for response.

At no time may information, including that identified as ‘Directory Information’, be

released to any outside entity for commercial, marketing, solicitation or other purposes.

This includes organizations and companies which may be acting as agents for the university
or its departments.
Database users who repackage data for others in their unit must inform the recipients of
the above data access issues.
Tampering of the database by the department or individual user comes under violation of
IT policy. Tampering includes, but not limited to:
e Modifying/deleting the data items or software components by using illegal access
methods.
e Modifying/deleting the data items or software components deliberately with
ulterior motives even by authorized individuals/ departments.
e Causing database or hardware or system software crash thereby destroying the
whole of or part of database deliberately with ulterior motives by any individual.

e Trying to break security of the Database servers.
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Such data tampering actions by university member or outside members will result in disciplinary
action against the offender by the university authorities.

If the matter involves illegal action, law enforcement agencies may become involved.

Cyber Secu rity Guidelines (with Reference from the Cyber Security Guidelines for Government
Employees MINISTRY OF ELECTRONICS & INFORMATION TECHNOLOGY: DOCUMENT ID REFERENCE: CGGE)

To raise awareness among University employees, both regular and contractual/Guest, about cyber
security practices, the following guidelines are proposed. These guidelines are derived from the
Cyber Security Guidelines for Government Employees.

CYBER SECURITY DO’S

1.Use complex passwords with a minimum length of 8 characters, using a combination of capital
letters, small letters, numbers and special characters.

2. Change your passwords at least once in 45 days.

3. Use multi-factor authentication, wherever available.

4. Save your data and files on the secondary drive (ex: d:\).

5. Maintain an offline backup of your critical data.

6. Keep your Operating System and BIOS firmware updated with the latest updates/patches.

7. Install enterprise antivirus client offered by the government on your official desktops/laptops.

Ensure that the antivirus client is updated with the latest virus definitions, signatures and patches.
8. Configure university DNS system

9. Use authorized and licensed software only.

10. Ensure that proper security hardening is done on the systems.

11. When you leave your desk temporarily, always lock/log-off from your computer session.

12. When you leave office, ensure that your computer and printers are properly shutdown.

13. Keep your printer’s software updated with the latest updates/patches.

14. Setup unique passcodes for shared printers.

15. Download Apps from official app stores of google (for android) and apple (for iOS).
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16. Before downloading an App, check the popularity of the app and read the user reviews. Observe

caution before downloading any app which has a bad reputation or less user base, etc.

17 Use a Standard User (non-administrator) account for accessing your computer/laptops for regular

work.

18. While sending any important information or document over electronic medium, kindly encrypt
the data before transmission. You can use a licensed encryption software or an Open PGP based
encryption or add the files to a compressed zip and protect the zip with a password. The password
for opening the protected files should be shared with the recipient through an alternative

communication medium like SMS etc.
19. Observe caution while opening any shortened uniform resource locator (URLS) (ex:
tinyurl.com/ab534/). Many malwares and phishing sites abuse URL shortener services.

20. Observe caution while opening any links shared through SMS or social media, etc., where the
links are preceded by exciting offers/discounts, etc., or may claim to provide details about any
current affairs. Such links may lead to a phishing/malware webpage, which could compromise your

device.
21. Report suspicious emails or any security incident to IT Cell of the university

22. If Need Be, Report suspicious emails or any security incident to incident@cert-in.org.in and

incident@nic-cert.nic.in.

23. Adhere to the security advisories published by NIC-CERT (https://nic-cert.nic.in/advisories.jsp)
and CERT-In (https://www.cert-in.org.in).

CYBER SECURITY DON’TS

1. Don’t use the same password in multiple services/websites/apps.

2. Don’t save your passwords in the browser or in any unprotected documents.

3. Don’t write down any passwords, IP addresses, network diagrams or other sensitive information
on any unsecured material (ex: sticky/post-it notes, plain paper pinned or posted on your table, etc.)
4. Don’t save your data and files on the system drive (EX: c:\ or root).

5. Don’t upload or save any internal/restricted/confidential government data or files on any non-
government cloud service (ex: google drive, dropbox, etc.).

6. Don’t use obsolete or unsupported Operating Systems.
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7. Don’t use any 3" party DNS Service or NTP Service.
8. Don’t use any 3™ party anonymization services (ex: Nord VPN, Express VPN, Tor, Proxies, etc.).

9. Don’t use any 3" party toolbars (ex: download manager, weather tool bar, askme tool bar, etc.)

in your internet browser.
10. Don’t install or use any pirated software (ex: cracks, keygen, etc.).
11. Don’t open any links or attachments contained in the emails sent by any unknown sender.

12. Don’t share system passwords or printer passcode or Wi-Fi passwords with any unauthorized

persons.
13. Don’t allow internet access to the printer.

14. Don’t allow printer to store its print history.

15. Don’t disclose any sensitive details on social media or 3™ party messaging apps.

16. Don’t plug-in any unauthorized external devices, including USB drives shared by any unknown

person

17. Don’t use any unauthorized remote administration tools (ex: Teamviewer, Ammy admin,

anydesk, etc.)

18. Don’t use any unauthorized 3" party video conferencing or collaboration tools for conducting

sensitive internal meetings and discussions.
19. Don’t use any external email services for official communication.
20. Don’t jailbreak or root your mobile phone.

21. Don’t use administrator account or any other account with administrative privilege for your

regular work.

22. Don’t use any external mobile App based scanner services (ex: Camscanner) for scanning

internal government documents.

23. Don’t use any external websites or cloud-based services for converting/compressing a

government document (ex: word to pdf or file size compression)

24. Don’t share any sensitive information with any unauthorized or unknown person over telephone

or through any other medium.

CYBER SECURITY RESOURCES
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The following resources may be referred for more details regarding the cyber security related

notifications/information published by Government of India:

S.No Resource URL Description
1 https://www.meity.gov.in/cyber-security- Laws, Policies & Guidelines
division

2 https://www.cert-in.org.in Security Advisories, Guidelines
& Alerts

3 https://nic-cert.nic.in Security Advisories, Guidelines
& Alerts

4 https://www.csk.gov.in Security Tools & Best Practices

5 https://infosecawareness.in/ Security Awareness Materials

6 http://cybercrime.gov.in Report Cyber Crime, Cyber
Safety Tips

COMPLIANCE

All SVSU employees, regular including temporary, contractual/guest resources are required to
strictly adhere to the guidelines mentioned in this document. Any non-compliance may be acted

upon by the respective CISOs/Department heads.
Data security

e ldentify and classify sensitive/personal data and apply measures for encrypting such data in

transit and at rest. Deploy data loss prevention (DLP) solutions / processes.

¢ Review and change any default/ weak/ misconfigured settings with appropriate authentication

& authorization controls for all database applications

e Deploy detection and alerting tools and create process to prevent, contain and respond to a
data breach/ data leak.

e Evolve and implement a Data Backup policy. All the business-critical data should be backed
up regularly to prevent data loss and to ensure faster recovery in case of an incident.
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e Audit and remediate vulnerabilities in applications on priority, which could cause data
breaches/leaks that include Insecure Direct Object Reference (IDOR), SQL injection, Insecure

API endpoints, Directory listing etc.

e Develop and maintain policies enforcing strong passwords (password management) and the

use of multi-factor authentication (MFA).

e Conduct third party risk assessment on regular basis and monitor for any data breach /leak

cases from supply chains to take necessary protective & remedial measures.
e Implement Micro-segmentation for controlled granular access to database applications

e Personal external storage media devices should not be allowed to be connected with official

information systems or assets and vice-versa.

Security/writes to authorized personnel only for confidential documents.

e In the role-based ERP application, in each module, there will be confidentiality of the data in various
modules and sections.

e Data will be accessible and available only to the authorized personnels. For example, account-related
information will be only accessible to the authorized person of the accounts department as per their
role.

e Applications will have separate login and roles in the application and accessibility and data
confidentiality will be as per the role of the user.

Data Backup policy:
e Back-up procedures should be documented, scheduled and monitored.

e Up-to-date backups of all critical items should be maintained to ensure the continued

provision of the minimum essential level of service. These items include:
e Data files
o Utilities programmes
e Databases
e Operating system software
e Applications system software
e Encryption keys
e Pre-printed forms

e Device configurations
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e One set of the original disks for all operating system and application software must be
maintained to ensure that a valid, virus-free backup exists and is available for use at any

time.

e Backups of the system, application and data should be performed on a regular basis as per
the DR and BCP policy of the organisations. Backups should also be made for application

under development and data conversion efforts.

e Data backup is required for all systems which are deemed critical including personal
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computers, servers and distributed systems, databases, network, security equipment.

The backups must be kept in an area physically separate from the server. If critical system
data on the LAN represents unique versions of the information assets, then the information

backups must be rotated on a periodic basis to an off-site storage location.

Systems that are completely static may not require periodic backup beyond the initial

backup, but shall be backed up after changes or updates in the information.

One set of the original disks for all operating system and application software must be
maintained to ensure that a valid, virus-free backup exists and is available for use at any

time.

Each LAN/system should have a primary and backup / secondary system to ensure
continuity of business operations.

The business continuity and disaster recovery plans should be prepared and tested at least

on an annual basis.

Third party access and Outsourcing

SVSU should ensure that third party access to information should be restricted and should only
be shared after signing Non-Disclosure-Agreement.

e Wherever any activity is outsourced or awarded as work contract to any 3™ party / vendor, it

shall be ensured that the contract specifies the information security requirements, and the same
are complied with, in addition to the regular contractual details.

The following information security requirements should be documented as part of the contract:
I. General policy on information security.

ii. Procedures to protect organizational assets.

iii. Restrictions on copying / disclosure.

iv. Controls to ensure return of information/assets in their possession at the end of the contract.

v. The right to monitor and the right to terminate services in the event of a security incident or a

security breach.

vi. Right to audit contractual responsibilities or to have the audits carried out by third parties.

vii. Arrangements for reporting, notification and investigation of security incidents and breaches.

Information security audit report of the vendor to be made available to Procuring entity on
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periodic basis or when required.

e Detailed list of all components of the software (including open source) / solution in the form
of Software Bill of Material (SBOM) shall be provided by the vendor. Vendor is also
responsible for informing any identified vulnerabilities in the system to the university within

reasonable time period.

e Data collected and processed by the vendor should be protected appropriately (cannot be
shared with any others without explicit consent / agreement) and made available to the

procuring entity as and when required.

e External party personnel should comply with the information security policies, processes

and procedures of the university.

e Any external party found in violation to this policy shall be subjected to termination of

contract and/ or will be handled as per applicable laws, rules & regulations.
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RESPONSIBILITIES OF IT CELL

A. Campus Network Backbone Operations

1. The campus network backbone and its active components are administered, maintained and
controlled by IT Cell.

2. 1T Cell operates the campus network backbone such that service levels are maintained as
required by the University Sections, departments, and divisions served by the campus
network backbone within the constraints of operational best practices.

B. Physical Demarcation of Campus Buildings’ Network

1. Physical connectivity of campus buildings already connected to the campus network
backbone is the responsibility of IT Cell.

2. Physical demarcation of newly constructed buildings to the “backbone” is the
responsibility of IT Cell. It essentially means exactly at which location the fiber optic based
backbone terminates in the buildings will be decided by the IT Cell. The manner in which
the building is to be connected to the campus network backbone (whether the type of
connectivity should be of fiber optic, wireless or any other media) is also the responsibility
of IT Cell.

3. IT Cell will consult with the client(s) to ensure that end-user requirements are being met
while protecting the integrity of the campus network backbone.

4. Itis not the policy of the University to actively monitor Internet activity on the network, it
IS sometimes necessary to examine such activity when a problem has occurred or when
optimizing traffic on the University’s Internet links.

C. Network Expansion

Major network expansion is also the responsibility of IT Cell. Every 3 to 5 years, IT Cell to review
the existing networking facilities, and need for possible expansion. Network expansion will be
carried out by IT Cell.

D. Wireless Local Area Networks
1. Where access through Fiber Optic/UTP cables is not feasible, in such locations IT Cell

considers providing network connection through wireless connectivity.
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2. IT Cell is authorized to consider the applications of Skill Faculty, departments, or divisions
for the use of radio spectrum from IT Cell prior to implementation of wireless local area
networks.

3. IT Cell is authorized to restrict network access to the Skill Faculty, departments, or
divisions through wireless local area networks either via authentication or MAC/IP address

restrictions.

E. Electronic logs
Electronic logs that are created as a result of the monitoring of network traffic need only be

retained until the administrative need for them ends, at which time they should be destroyed.

F. Global Naming & IP Addressing

IT Cell is responsible to provide a consistent forum for the allocation of campus network services
such as IP addressing and domain name services. IT Cell monitors the network to ensure that such
services are used properly.

G. Providing Net Access IDs and email Accounts

IT Cell provides Net Access IDs and email accounts to the individual users to enable them to use

the campus-wide network and email facilities provided by the university upon receiving the

requests from the individuals on prescribed proforma.

H. Network Operation Center

IT Cell is responsible for the operation of a centralized Network Operation Control Center. The
campus network and Internet facilities are available 24 hours a day, 7 days a week. All network
failures and excess utilization are reported to the IT Cell technical staff for problem resolution.
Non-intrusive monitoring of campus-wide network traffic on routine basis will be conducted by
the IT Cell. If traffic patterns suggest that system or network security, integrity or network
performance has been compromised, IT Cell will analyse the net traffic offending actions or
equipment are identified and protective restrictions are applied until the condition has been
rectified or the problem has been resolved. In this process, if need be, a report will be sent to higher

authorities in case the offences are of very serious nature.
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|. Network Policy and Technology Standards Implementation

IT Cell is authorized to take whatever reasonable steps are necessary to ensure compliance with
this, and other network related policies that are designed to protect the integrity and security of the
campus network backbone.

J. Receiving Complaints

IT Cell may receive complaints from the users if any of the user is not able to access network due
to a network related problem at the user end. Such complaints may be generally through phone
call to IT Cell.

K. Scope of Service

IT Cell will be responsible only for solving the network related problems or services related to the
network.

L. Disconnect Authorization

IT Cell will be constrained to disconnect any Skill Faculty, department, or division from the
campus network backbone whose traffic violates practices set forth in this policy or any network
related policy. In the event of a situation where the normal flow of traffic is severely degraded by
a Section, department, or division machine or network, IT Cell endeavors to remedy the problem
in a manner that has the least adverse impact on the other members of that network. If a Section,
department, or division is disconnected, IT Cell provides the conditions that must be met to be

reconnected.
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Guidelines on Computer Naming Conventions

In order to troubleshoot network problems and provide timely service, it is vital to be able to quickly
identify computers that are on the campus network. All computer names on the campus network must
use the University standard conventions. Computers not following standard naming conventions
may be removed from the network at the discretion of IT Cell.

All the computers should follow the standard naming convention
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Guidelines for running Application or Information Servers

Running Application or Information Servers

i Skill Faculty/Departments may run an application or information server.

il Individual faculty, staff or students on the SVSU campus may not run personal, publicly
available application or information servers (including content or services providing programs

such as ftp, chat, news, games, mail, ISP, etc.) on the SVSU network.

Responsibilities for Those Running Application or Information Servers
Sections/Departments may run an application or information server. They are responsible for
maintaining their own servers.

1) Application or information server content and services must follow content guidelines as
described in SVSU Guidelines for Web Presence.

2) Obtain an IP address from IT Cell to be used on the server

3) Get the hostname of the server entered in the DNS server for IP Address resolution. University
IT Policy’s naming convention should be followed while giving the host names.

4) Make sure that only the services that are essential for running the server for the purpose it is
intended for should be enabled on the server.

5) Make sure that the server is protected adequately against virus attacks and intrusions, by
installing the appropriate software such as anti-virus, intrusion prevention, personal firewall, anti-
spam etc.

6) Operating System and the other security software should be periodically updated.

7) Sections/Departments may run an application or information server provided they do the
following:

I. Provide their own computer, software and support staff

[I. Provide prior information in writing to IT Cell on installing such Servers and obtain necessary
IP address for this purpose.

For general information to help you decide whether or not to run a department or organization web

server, contact the IT Cell.
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Guidelines for hosting Web pages on the Internet/Intranet.

Mandatory:

1. Provide the full Internet e-mail address of the Web page maintainer.

2. Provide a link to the SVSU home page from the parent (department of origin) home page.

3 Provide a link to the parent home page (“Return to department’s home page”) on all supporting
local pages.

4. Maintain up to date pages. Proofread pages and test links before putting them on the Web, and
regularly test and update links.

5. Know the function of HTML tags and use them appropriately.

6 Make provision for providing information without images as printer-friendly versions of the
important web pages.

Recommended:

1. Provide information on timeliness (for example: August 2005; updated weekly; updated
monthly, etc.).

2 Provide a section indicating “What’s New.”

3. Provide a caution statement if link will lead to large pages or images.

4. Indicate restricted access where appropriate.

5. Avoid browser-specific terminology.

6. Provide link text that is clear without the link saying ‘click here’ whenever hyperlinks are
used.

7 Maintain visual consistency across related pages.

8. Provide a copyright statement (if and when appropriate).

9. Keep home pages short and simple.

10. Avoid using large graphics or too many graphics on a single page.

11. Provide navigational aids useful to your users (Link to Home, Table of

Contents, Next Page, etc.).

12. Maintain links to mentioned pages.

13. Make your Web pages easy to maintain for yourself and anyone who might maintain them in

the future.
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14. Avoid active links to pages that are in development. Place test or draft pages in your “test,”
“temp,” or “old” subdirectory. Remember that nothing is private on the Internet: unlinked pages
in your directory may be visible.

15 Check your finished page with a variety of browsers, monitors, and from both network and
modem access points. It is also recommended that you check your page with a Web validation
service.

C. Think of your users—test with primary user groups (which will be mix of users linking through

our high-speed network, and users linking via much slower modems).

17 Conform to accepted, standard HTML codes.
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Guidelines for Desktop Users

These guidelines are meant for all members of the SVSU Network User Community and users of
the University network.

Due to the increase in hacker activity on campus, University IT Policy has put together
recommendations to strengthen desktop security.

The following recommendations include:

1. All desktop computers should have the latest version of antivirus such as

Symantec Anti-Virus (PC) or Quick Heal and should retain the setting that schedules regular
updates of virus definitions from the central server.

2. When a desktop computer is installed, all operating system updates and patches should be
applied. In addition, operating system updates and patches should be applied regularly, on an
ongoing basis. The frequency will be a balance between loss of productivity (while patches are
applied) and the need for security. We recommend once in a week cycle for each machine.
Whenever possible, security policies should be set at the server level and applied to the desktop
machines.

3. All Windows desktops (and OS X or later Macintosh desktops) should have an administrator
account that is not used as the regular login account. The login for the administrator account should
be changed from the default.

4. The password should be difficult to break. Password, defined as:

i. must be minimum of 6-8 characters in length

ii. must include punctuationsuchas!'$% & *,.? +-=

iii. must start and end with letters

iv. must not include the characters # @ © "~

v. must be new, not used before

vi. Avoid using your own name, or names of your wife or children, or name of your department,
or room No. or house No.etc.

vii. passwords should be changed periodically and also when suspected that it is known to others.
viii. Never use ‘NOPASS’ as your password

iX. Do not leave password blank and

X. Make it a point to change default passwords given by the software at the time of installation

5. The password for the user login should follow the same parameters outlined above.

6. The guest account should be disabled.
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7. New machines with Windows XP should activate the built-in firewall.

8. All users should consider use of a personal firewall that generally comes along the anti-virus
software, if the OS does not have an in-built firewall.

9. All the software on the compromised computer systems should be re-installed from scratch (i.e.
erase the hard drive and start fresh from installation disks).

When the hard disk of the PC is formatted, the OS and all the application software should be
installed from the original CDs of the software. Only the data or document files should be copied
from the old hard disk and care should be taken to see that no virus residing in the old hard disk
gets into the newly formatted and installed hard disk.

10. Do not install Microsoft 1IS or turn on any of its functions unless absolutely necessary.

11. In general, start from a position of security that is most secure (i.e. no shares, no guest access,
etc.) and open up services as necessary.

12. In addition to the above suggestions, IT Cell recommends a regular backup strategy. It should
be noted that even with all the procedures listed above, there is still the possibility of a virus

infection or hacker compromise.

Backing up data on a regular basis (daily and/or weekly) will lessen the damage caused by the loss
of a machine.

13. If a machine is compromised, IT Cell will shut the port off. This will isolate the computer,
until it is repaired as per the guidelines. At that time, the port will be turned back on.

14. For departments with their own subnets and administrators, standard filters can be applied at
the subnet level. If a department has its own servers, IT Cell technical personnel can scan the

servers for vulnerabilities upon request.
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SOP for eOffice Account Creation

® For Regular Employees
Send the eOffice account creation request through establishment or get approval from Competent Authority

through HOD/Dean.

® For HKRN Employees
Send the eOffice account creation request through general branch.

® Employee Details required in defined format either by establishment or by the individual employee.

® The eOffice login ID creation request will be sent to the NIC portal. The employee will receive a text message
with the ID created and password on the provided registered mobile number. The mobile number must not

be registered previously with any NIC email ID.

® Once the ID is created and employee details received, the eOffice account will be created in 24-48 hours. The
user may check by loginon to the SVSU eOffice portal. (eoffice.svsu.ac.in)

SOP for eOffice OTP through SANDES app

® (o toapp store iniphone / play store in android.

® Searchand install SANDES app.

Sandes

National Informatics Centre.

3.8% 10L+ €

® (Open the app.
® | ogin with the mobile number registered for eOffice.

® OTP will be received to the application wheneverneeded to login to eOffice portal.
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Open hrsvsuggn.attendance.gov.in - Click on USER
REGISTRATION

Enter/Fill the Employee Details (Details should be as per details in AADHAAR

HaryanaAttendance’  I= Rediseed,on,: Becambert, 2048

Haryana'Attendance —

Employee Registration

User Registration Ins
Personal Details Organization Details

] Request Nodal Update

Employee Name *

No!

? Announcement NEW a |t
Date of Birth Gender * pled
Gender b, F& Al
rect
Enter Aadhaar Number * Incc
Login ¢ F
Cor
E-Mail
Mobile No. *

e After Filling the details click on Next

e Select Employee Type --- Government/Non-Government

e Select Division -- Choose as per posting of the employee (in most cases select SVSU SEC 44
GURUGRAM)

e Select employee DESIGNATION - some designations will be visible in Government Tab
and Some in Non-Government Tab, Select as per requirement.

e If Designation is not available in the drop down list, kindly select "OTHERS"

e Select office location (Sec 44 Gurgaon or SVSU Dudhola)

o Employee &rde not required or can fill last 8 digits of Aadhaar number
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e Upload employee passport size photograph

e Click on the consent checkbox and then submit

After Successful registration, try marking your attendance after some time.
Haryana Atiendance —

Employee Registration

User Registration Instr
Personal Details Organization Details

Request Nodal Update Organization Name :

Shri Vishwakarma Skill University, Gurugram

Note:
Announcement NEW a.lfa
Employee Type * Division/Unit within Organization * pleas

select v - Select Division/Unit - v b. Ple

FAG recen
Designation * Incon

Login - Select Designation - v c. Fol
Conti

Office Location *

- Select Office Location - v

Organization Employee Code

Photograph {only .jpg format and size upto 150 KB) *

Choose File | Mo file chosen

HaryanaAtiendance —
Ulyanigaunun cipgiuyese Luue

Photograph (only jpg format and size upto 150 KB) *

Choose File | Mo file chosen

User Registration

Request Nodal Update
i Announcement NEW

Consent: |, owner of above Aadhaar Number, agree that the Aadhar Enabled Biometric
Attendance System (AEBAS) uses my Aadhaar Number for authentication with UIDAI
data repository for creating attendance record. | have no objection to the same as per
Login Aadhaar Act 2016. MeitY / NIC have informed me that my biometric data will not be
stored or shared except as per provisions of Aadhaar Act 2016.

Teald: ¥, W & ATUR 481 O 4RO, Hg4d § 6 HATUR &M aoiics g momit
(TEaEE) ¥ SufRufe s o3 & fow gand3ivams 31 USR & 91y waniisn & fag
IR YR | &1 STE0 TEal 5] AUR AUFTH 2016 F TR O3l 399 0 315
HTIRT 8T &) THSATICIETS [ TAAHSEl 7 O gEd e § & arur Hfufam 2016 &
WAL & SR B AT S ste ol Sl o1 |iEn Te! fedn ||
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For any option not showing on the portal, please mail to itcell@svsu.ac.in with screenshot.

SOP to CHECK ATTENDANCE DETAILS byEMPLOYEE

The employee can check own details by login on the attendance portal.

o Kindly visit https://hrsvsuggn.attendance.gov.in and login to the portal using user id (sameas the 8 digits

used to mark attendance)

HaryanaAttendance = Registered Date - De

g Shri Vishwakarma Skill University, Gurugram siometri

& User Registration *TOUCHLESS"

Request Nodal Update

Today's Attendance Summary Date: January 2, 2023

» Announcement NEwW

Registered Employees Active Employees
158 154

More info ©

Employee Corner weicome to Biometric Attendance System (BAS)! Employee Corne

Good Afternoon -
Designation :

Status : Active l

g
Feedback

oSelect the DATE from Calendar option.

o Clickon LOAD REGISTER
IT POLICY — SVSU
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oGet attendance details from the available Tabs (like REGISTER,DETAILS etc.)

HaryanaAttendance =

Employee Corner attendance Register

Name
Designation
E-Mail

Mobile

Data for Month

i 01-2023

Load Register
Graphical Register Details Transfer
© Present @ Absent ©) Holiday @ Lcave
Employee Name 1 213 |4 |5(6|(7|8)|9 10

Sh. Neeraj Parashar .1 |

If Not reqistered. follow the below step to register
o Register yourself first by clicking on the Register option (Don't Have an Account, ClickHere) and

following onscreen instructions. The ID for registration and login will be the same as your attendance id
(i.e. Last 8 digits of Aadhaar number).

Login to Biometric Attendance System (BAS) - Delhi Cent

Usermanme
Fass (alg e

Enter the code exactly as it appears: A = efl D Change text
Confirmation ode

Formgot Passwornd Don™t hawe an account? Click here
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Login to BAS

Attendance ID =

Enter Attendance 1D

Enter the code exactly as it appears: * E Ca 1 E B Mot readable? Change text

Confirmation Code

Generate Login OTPR

o After Successful Registration, Kindly Login to your Account byclinking
on LOGIN option as in stepl.
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Appendix |
Campus Network Services Use Agreement

Read the following important policies before applying for the user account/email account. By
signing the application form for IP address allocation/Net Access ID(user account)/email account
, You agree to act in accordance with the IT policies and guidelines of Shri Vishwakarma Skill
University. Failure to comply with these policies may result in the termination of your account/IP
address. It is only a summary of the important IT policies of the university. User can have a
copy of the detailed document from the Intranet
(viz.http://www.SVSU .ac.in/intranetchannel/SVSU_ITpolicy.pdf). A Net Access ID is the
combination of a username and a password whereby you gain access to University computer
systems, services, campus networks, and the internet.

I. Accounts and Passwords

The User of a Net Access ID guarantees that the Net Access ID will not be shared with anyone
else. In addition, the Net Access ID will only be used primarily for educational/official purposes.
The User guarantees that the Net Access ID will always have a password. The User will not share
the password or Net Access ID with anyone. Network ID's will only be established for students,
staff and faculty who are currently affiliated with the University.

Students, staff and faculty who leave the University will have their Net Access ID and associated
files deleted.

No User will be allowed more than one Net Access ID at a time, with the exception that faculty or
officers who hold more than one portfolio, are entitled to have Net Access ID related to the
functions of that portfolio.

I1. Limitations on the use of resources

On behalf of the University, IT Cell reserves the right to close the Net Access ID of any user who
is deemed to be using inordinately large amounts of storage space or whose actions otherwise limit
the use of computing resources for other users.

I11. Computer Ethics and Etiquette

The User will not attempt to override or break the security of the University computers,
networks, or machines/networks accessible there from. Services associated with the Net Access ID
will not be used for illegal or improper purposes. This includes, but is not limited to, the
unlicensed and illegal copying or distribution of software, and the generation of threatening,

IT POLICY —SVSU
272


http://www.svsu.ac.in/intranetchannel/SVSU_ITpolicy.pdf)

harassing, abusive, obscene or fraudulent messages. Even sending unsolicited bulk e-mail
messages comes under IT Policy violation.

In addition, the User agrees to adhere to the guidelines for the use of the particular computer
platform that will be used.

User’s Net Access ID gives him/her access to e-mail, and campus computing resources. The use
of these resources must comply with University policy and applicable. Electronically available
information

(1) may not contain copyrighted material or software unless the permission of the copyright
owner has been obtained,

(2) may not violate University policy prohibiting sexual harassment,

(3) may not be used for commercial purposes,

(4) should not appear to represent the University without appropriate permission, or to represent
others,

(5) may not appear to represent other organizations or companies,

(6) may not contain material which violates pornography laws, or algorithms or software which if
transferred violate laws,

(7) may not contain scripts or code that could cause a security breach or permit use of resources in
opposition to University policy, and

(8) WWW pages should clearly show identifying information of the owner of the page and we
suggest that it also show date of last revision and an address (e-mail or postal) for correspondence.
IT Cell equipment does not support use of scripting in individual pages.

V. Data Backup, Security, and Disclaimer

IT Cell or COMPUTER CENTER will not be liable for the loss or corruption of data on the
individual user’s computer as a result of the use and/or misuse of his/her computing resources
(hardware or software) by the user or from any damage that may result from the advice or actions
of an

INTERNET UNIT/COMPUTER CENTER staff member in the process of helping the user in
resolving their network/computer related problems. Although IT Cell /COMPUTER CENTER
make a reasonable attempt to provide data integrity, security, and privacy, the User accepts full
responsibility for backing up files in the assigned Net Access ID, storage space or email Account.
In addition, IT Cell makes no guarantee concerning the security or privacy of a User's electronic

messages.
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The User agrees to be held liable for the improper use of equipment or software, including
copyright violations and agrees to defend, indemnify and hold IT Cell or COMPUTER CENTER,
as part of SVSU, harmless for any such liability or expenses. SVSU retains the right to change
and update these policies as required without notification to the User.

V. Account Termination and Appeal Process

Accounts on SVSU network systems may be terminated or disabled with little or no notice for any
of the reasons stated above or for other inappropriate use of computing and network resources.
When an account is terminated or disabled, IT Cell will make an attempt to contact the user (at the
phone number they have on file with IT Cell and notify them of the action and the reason for the
action. If the termination of account is of temporary nature, due to inadvertent reasons and are on
the grounds of virus infection, account will be restored as soon as the user approaches and takes
necessary steps to get the problem rectified and communicates to the IT Cell of the same But, if
the termination of account is on the grounds of willful breach of IT policies of the university by
the user, termination of account may be permanent. If the user feels such termination is
unwarranted, or that there are mitigating reasons for the user's actions, he or she may first approach
the Director IT Cell, justifying why this action is not warranted. If the issue is not sorted out he/she
may appeal to the Appeals Board duly constituted by the university for this purpose to review the
evidence and hear reasons why an appeal should be considered. If the Appeals Board recommends
revival of the account, it will be enabled. However, the IT Cell of the Appeals Board is final and
should not be contested.

Users may note that the University’s Network Security System maintains a history of infractions,
if any, for each user account. In case of any termination of User Account, this history of violations
will be considered in determining what action to pursue. If warranted, serious violations of this

policy will be brought before the appropriate University authorities.

IT POLICY —SVSU
274



Appendix 11
SVSU, IT Cell
Application for IP Address Allocation
S.No. Details To be filled

1. Location of the System Section / Department :

Room No.
Floor /Lab.No
Occupied by

2. Identification Name of the
System (Hostname)

3. 10 Box Number ___
4.. Make of the system ACER / Compaq /HCL /IBM / HP / Dell / If Other, Specify

5. MAC / Physical / Adapter address

6. Operating System Win95, Win98, W2K, WinXP, Linux, Solaris, if Other, specify ___

7. Net-based Applications Running

on the system

a. Yahoo Messenger

b. MSN Messenger

c. AOL

d. Microsoft Antispyware

e. SPSS

. Others, Specify. ... ..o

8 Whether connected directly to the LAN or through another hub
/ switch YES / NO, If yes,

a. Directly connected to LAN

b. Through Hub/Switch located in the same room / different room
9. If the system is configured as server , services that are enabled

a. Http h. SMTP
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b. FTP i. Sendmail
c. Netfs j. MySql
d. Network k. SMB
e. Nfs I. Telnet
f. POP3, m. Any other ,specify___
g. IMAP,
10. Whether in general used by single user or
many users Single / Many
11. Which Antivirus Software is running
Date:
Signature of the Applicant

IT Cell Office Use only
IP address allocated by IT Cell

Applicant’s copy
Signature on Behalf of Co-ordinator, IT Cell
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Appendix 111
SVSU, IT Cell
Application for Net Access ID Allocation

Date:
Signature of the Applicant

IT Cell Office Use only

Net Access ID allocated by I IT Cell

Applicant’s copy

Signature

on Behalf of Co-ordinator, IT Cell

S.No. Details To be filled

1. Name of the Applicant Prof./Dr./Mr/MS./ ........coooiiiiiiiiiiiiiiiieee
2. Location Section / Department :

Room No.

Contact Telephone No.
3. Date of birth ----/----/------

4. Designation

5. Whether the appointment is permanent?
Yes/No if No, appointment valid up to :
Dt://

Net Access

ID

allocated

Name of account

holder Account

Valid Up

to Net
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Access ID
allocated

Name of account
holder Account
Valid Up to
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SVSU, IT Cell
Application for WiFi Network Access Account Allocation for Students
Date: Mr./Ms...

....................................................... Is a bonafide student of this department and the information
given above by him/her is correct as per our records. He/she may be given WiFi Net Access.

Applicant’s copy
Details to be filled
1.Name of the Applicant Mr./MSs.........c.cooiiiiiiiiiiiiiiiian .

2. Department Name :

3.Roll No. / Seat No. / PRN

4.Course Name

5.Duration of the course __Semesters

6. Date of joining the Course__/_/

7.Net Access device : Laptop / Mobile / Tablet

8.MAC address (Please get help of Internet Unit, if you cannot find)

Signature of the Applicant.

Signature and seal of Head of the Department

IT Cell Office Use only MAC id verified:
Network Access ID allocated by IT Cell
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Net Access ID allocated  YSE/NO

Account Valid Up to :

Coordinator, IT Cell
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Appendix V
SVSU, IT Cell
REQUISITION FORM FOR E-MAIL ACCOUNT
1. Full Name :

2. Designation :
3. Dept./School
/Centre :

4. Office Telephone :

5. Please specify the E-mail Account Name you wish to have
Option One

@mail.svsu.ac.in

Option two

@mail.svsu.ac.in

Date : Signature of the Applicant

User Counterfoil
The following email ID is created for Prof./Dr./Mr./Ms

on

@mail.svsu.ac.in

Signature on Behalf of Co-ordinator, IT Cell
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Appendix VI
SVSU, IT Cell
REQUISITION FORM FOR STUDENTS’ E-MAIL ACCOUNT
(USE BLOCK LETTERS ONLY)
. Full Name :

. Programme of Study :

. School :

. Centre:

. Year of Admission :

. Semester : Monsoon/Winter

~N oo o0 B~ W N

. Permanent Address :

8. Local Address :

9. Telephone/Mobile No. if any:
10. Identity Card No. :

Declaration

The above information furnished by me is correct, and | undertake to abide by the
rules and regulations of the University for proper use of email facility for my research
work purpose. Date : SIGNATURE OF THE STUDENT

Application for email account recommended by
Signature Signature & Stamp of
Supervisor Chairperson/ Dean

Counterfoil
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Mr./Ms.

*Email Account :

Signature
On behalf of Co-odinator

*To be assigned by the IT Cell

IT POLICY —SVSU

@students.svsu.ac.in

283




